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Foreword by Kiersten Todt, Managing Director, The Cyber Readiness Institute

The Cyber 
Readiness 
Playbook 
A practical guide to reduce cyber risk and defend 
against the most common cyber issues.

This playbook is a part of the Cyber Readiness Institute’s Cyber Readiness Program  
and based on best practices from leading cybersecurity experts.
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First, I’d like to congratulate you for devoting your time to complete the Cyber Readiness 
Program. This important exercise will help your organization improve its resilience  
to common cyber issues, and you, as the Cyber Leader, are instrumental in making  
that happen. 

Now, it’s time for you to take what you have learned in the first phases of the Program, 
and implement meaningful change within your organization, through internal policies and 
plans. Here in the Cyber Readiness Playbook, we have included clear, actionable policy 
guidance for each of the core cyber issues. The pdf document contains fillable blank fields, 
so that you can enter your organization’s name and information to customize these policies 
within the document. Or, feel free to incorporate the language into your internal materials, 
and customize the content to meet your organization’s unique needs. 

In addition, the Playbook includes guidelines for an Incident Response Plan. Even with the 
best cyber hygiene, compromises can still happen. If they do, it’s important to have a clear 
plan of action to mitigate the impact. We invite you to copy the Incident Response Plan 
into your internal policies. Then, you will have an actionable framework if needed. 

Thank you again for your participation in the Cyber Readiness Program. We wish you  
and your organization great success.

The Cyber Readiness Program is a simple, practical way for organizations to provide 
security awareness training to employees and establish sustainable, effective cyber 
readiness practices. Specifically designed for small and medium-sized enterprises, 
this Program focuses on human behavior and will help you create a workforce that is 
empowered, educated, and engaged in effective cyber hygiene practices that directly 
impact the security and viability of your business.
Learn more at: cyberreadiness.org

Kiersten Todt 
Managing Director, The Cyber Readiness Institute

About the Program
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Our Focus: 4 Core Cyber Issues

Addressing the Root Cause of Cyber Issues 
How employees manage passwords, software updates, understand phishing, and use USBs and removable media defines  
an organization’s security posture.

The Cyber Readiness Playbook is focused on these four areas because they are both the cause of most cyber issues  
and easy to prevent. A few key changes and some simple habits can dramatically improve our organization’s resilience  
and readiness for cyber issues we encounter.

This Playbook and Workforce Training provides step-by-step guidelines for effectively handling these four core issues at 
an organizational and individual employee level. 

The result is that every employee is empowered with the knowledge and know-how for practicing good cyber hygiene  
and making wise decisions.

Passwords

63% of data breaches result  
from weak or stolen passwords.

Phishing 

91% of all cyber attacks  
start with a phishing email

Software Updates

77% of attacks exploited gaps in 
software already on computers

USBs & Removable Media

27% of malware infections originate 
from infected USBs

4
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This section contains four policy templates, with suggested protocol and guidelines  
for each that can be customized to suit the needs of your organization.

Our Core  
Cyber Readiness 
Plays
4 Core Cyber Policies to Prevent Attack
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Passwords
The first line of defense against opportunistic hackers is a hard-to-crack password. Making a strong password takes just a few 
seconds, and is a key part of good cyber hygiene. Every employee committing to using strong passwords and authentication 
practices will ensure the data and work we collectively and individually access each day is best protected against attack.

Our Password Policy
This policy applies to all employees and contractors accessing systems, networks, and information,  
whether from company devices or personal devices.

Password Protocol:

1. Use passwords or PINs on all devices, including your 
personal phone and tablet.

2. Passwords must be at least 15 characters in length. 

3. Create strong passwords using a passphrase. A passphrase is 
a string of words or characters without spaces.

4. Never use the same password for business  
or personal purposes.

5. Passwords must be changed if there has been  
a cyber incident.

6. Never use or reuse the same password on two  
(or more) systems at the same time.

7. Never share accounts among multiple people.

8. Always enable multi-factor authentication if it is available 
for any applications used on company devices and with 
personal devices used for business.

9. Access to our data and systems is limited to the people that 
need it to do their job.

About Passwords
Authentication and passwords ensure the right people have access to the right systems, resources, 
and information they need to do their work each day. Some key components include: passwords, 
security questions, multi-factor authentication, and biometrics (e.g., fingerprint scans, facial 
recognition). Each employee at [[ORG]] uses many different systems and devices that require a 
password or some form of authentication. This includes account credentials, database access,  
your computer login, usernames, badges and more. 
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Phishing
Phishing is one of the most widely used cyber attacks. Anyone with an email account or smartphone can receive a phishing email or text. 
While it only takes one person responding to a phishing email to put an entire organization at risk, learning what phishing looks like and 
following the guidelines in this policy will help [[ORG]] be less vulnerable to a breach from a phishing attack.

Phishing Policy
This policy applies to all of [[ORG]] employees and contractors accessing [[ORG]] systems, networks, and information, whether from 
[[ORG’s]] devices or personal devices.

Phishing Protocol:
Employee Guidelines:

1. If an email is from an unknown sender, do not provide 
any personal information or take action by opening an 
attachment, clicking on a link, or entering information in 
a pop-up box.

2. If the email is from a known sender, check the identity 
of the sender before clicking on any attachment in the 
email. You can check the email of a sender by hovering 
over the name of the sender when you cannot see the email 
address to be sure the email address looks correct. 

3. If any email contains a link or asks you to enter 
information, carefully check the identity of the sender 
before taking action.

4. If you open an email that looks suspicious, look at the 
full email address of the sender and check the email 
carefully for errors like grammar or spelling mistakes.

5. If any email doesn’t look legitimate, don’t open any 
attachments or follow any directions in the email. 

6. Bring any suspicious emails to the attention of [CYBER 
LEADER NAME] or IT staff. Take a screenshot of the 
suspicious email and send it in a new email message to 
[CYBER LEADER] or IT for review.

7. When receiving a document from an external source, only 
open it in read/only protected view.

Organizational Guidelines:

1. Make sure updated antivirus software is installed on all computers and laptops.

2. Ensure anti-phishing technology is deployed at the email gateway.

3. Ensure that all employees and contractors attend a phishing awareness program at least annually.

About Phishing
Phishing is a cyber attack that uses deceptive emails and messages to get access to an 
organization’s network. Phishing targets individuals by tricking the email or text recipient into clicking 
a link or downloading an attachment that can result in infecting that device with malware or allowing 
a hacker to gain access to a person’s systems or accounts. These messages are often opportunistic, 
disguised as real communications that a person may legitimately receive. 
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Software Updates
Prompt and complete patching of systems is critical to defending against attacks. All employee computers, personal devices 
connected to the network, and servers must be kept updated and patched against the latest security vulnerabilities to best protect 
our data, systems, and networks. If updates are not installed, [[ORG]] is left wide open to known security vulnerabilities and 
likely missing out on new features and benefits.

Software Updates Policy
This policy applies to all of [[ORG]] employees and contractors accessing [[ORG]] systems, network and data, whether from 
[[ORG’s]] devices or personal devices.

About Software Updates
The security fixes in software updates are called “patches.” These patches plug the security holes of 
identified vulnerabilities that hackers can exploit. The vast majority of cyber attacks target systems 
that have known vulnerabilities that have been fixed in a software update that simply hadn’t been 
installed and could have been prevented if the updates had been in place. 

Software Update Protocol: 
While everyone plays a role in keeping [[ORG]] patched against security vulnerabilities, you will have different 
responsibilities, depending on your organizational function.

Employee Guidelines:

1. Enable auto-update on all your devices, including personal devices, such as cell phones and tablets that connect to [[ORGs]] 
network. This action includes operating system auto-update (e.g.: Windows, OS X, iOS, Android, etc.). If you have questions on 
how to enable these features, please ask the Leader.

2. Don’t ignore the auto-update notifications. Once prompted, install the update within 24 hours. If you are unable to do so, please 
notify the Leader.

3. When selecting software or cloud services, favor vendors that have robust and effective policies and procedures around patching

Organizational Guidelines:

1. Ensure that patches are installed, or installed for testing, within 72 hours of patch release for servers and infrastructure systems 
(such as routers).

2. Subscribe to all mailing list/notification systems of existing vendors to ensure you receive notifications of patches.

3. In the case of critical systems or software, test updates/patches before they are deployed.

4. On a quarterly basis, scan and monitor all devices to verify that all appropriate released patches have been installed.
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USBs
While USB devices are often used at [[ORG]], they are a common carrier of viruses and malware among computers. This is 
also true for other types of removable media and storage devices. Making good decisions about how we use (and don’t use) 
removable media will help us keep our data secure and avoid unnecessary attacks from these devices.

USB & Removable Media Policy
This policy applies to the use of all types of removable media, including USBs. It is applicable to all of [[ORG]] employees 
and contractors accessing [[ORG’s]] systems, networks and information, whether from [[ORG’s]] devices or a personal 
device that connects the [[ORG’s]] network.

About USBs & Removable Media
Universal Serial Bus (USB) storage devices, portable hard drives, and other removable storage 
devices that plug into USB ports are often used for transferring and storing digital files. USB devices 
are often called thumb drives, flash drives, and memory sticks.

Employee Guidelines:

1. [[ORG]] prohibits the use of USBs and removable media devices by employees, except in rare circumstances  
and as defined below.

2. Employees must use cloud applications and secure email encryption to share and store all files.

3. Any removable media devices currently in use must be discontinued immediately and first scanned before transferring  
the files to the cloud for storage.

Exception Case Guidelines:

1. All USBs (including new ones) must be scanned by [DESIGNATED IT PERSON] on a computer not connected to the network  
to verify that no malicious code is present.

2. Only employees who will routinely find themselves in situations where information needs to be shared with a trusted 
party without access to a secure network can request to be approved to use USBs and must get a pre-scanned device from 
[DESIGNATED IT PERSON]. 

3. After an employee uses a USB to share information with a trusted party, or receives a USB from a trusted party, the USB must 
be re-scanned on the computer not connected to the network for malware or malicious code by [DESIGNATED IT PERSON]. 

4. Employees must never accept or use a USB received from an unverified party. ( i.e., at a trade show, given to them by a vendor, 
picked up in a parking lot,) or our designated IT person. 

USB Protocol:
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Incident  
Response Plan
Responding Effectively to Cyber Issues
Establishing cyber readiness practices and policies helps to reduce risk, but it’s important to assume 
that our company is likely to have to deal with a security incident at some point that could impact 
business operations. Trying to determine how to respond in the midst of an incident is not a good 
idea. Response time is critical to minimize the damage. Having a clear plan in place can be the 
difference between an incident and a catastrophe.
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Organizational Guidelines:
As with so many things, a little preparation goes a long way. There are a few response essentials that should be done as soon  
as possible to properly prepare for and reduce the damage of an attack.

1. Back-up data and make sure you can re-install from the back-ups. Recovering from an attack will go a lot faster  
and impact operations much less if you have current back-ups of your system software, applications and especially  
your important data. You also want to make sure that each person in your organization has back-ups if you do not  
do this centrally.

 � Date completed: [DATE]

2. Make sure everyone knows how to report a possible incident. Early detection is really important. Every team member 
should know how to spot suspicious activity and who to contact about it.

 � Designated Internal Incident Contact: [CONTACT DETAILS]

 � Date completed: [DATE]

3. Find good technical external incident response support. Know who to go to and how to contact them in an emergency.  
A fire that’s beyond your ability to control means calling the fire department. You need to know who to call if a cyber 
incident is beyond your ability to control. At the very minimum, this should be an IT support expert you know and trust. 
Depending on the size and nature of your business, identifying additional communications and legal support is wise.

 � Designated External Incident Contact: [CONTACT DETAILS]

 � Date completed: [DATE]

How to Prepare

Incident Response Plan
Overview 

A comprehensive, step-by-step Incident Response Plan equips us to quickly respond, resolve, and learn from every incident.  
This Incident Response Plan serves as a roadmap for what to do when responding to a security incident, to ensure we have a 
strategic response rather than a reactive one.

There are three main elements to our incident response:

1. Prepare for a possible future incident

2. Respond during the incident

3. Recover from the incident
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Something crazy is happening on an employee’s computer and they don’t know what to do. This is the equivalent of smelling 
smoke or seeing a small flame in the coffee room. 

Here’s what you do:

1. Isolate the problem – immediately get the device off the network

2. Identify the type of incident and take the following action

 � Malware - get the device off the network immediately

 � Credential theft – disable, but do not delete the account and reset the password

 � Data breach – call IT Emergency Contact

 � Ransomware – get the device off the network immediately

 � Denial of Service – contact your manager/IT/Internet Service Provider

3. Determine the scope of the incident by asking these questions:

 � When did the incident occur?

 � Who is impacted?

 � What is the technical nature of the incident? How did it occur?

 � Who knows about the incident?

 � Is it still ongoing?

4. Determine if it can be properly controlled internally or if you need to call external IT support to ensure the breach  
is handled appropriately.

5. Keep checking for the problem to return. If it’s unclear whether the issue has been resolved, err on the side of caution  
and reach out to an expert about the issue.

The crisis is over and now it’s time to get things back to normal. The scope of the incident and the severity of the impact will 
determine how much time and effort will be needed to recover. However, the basic steps are the same. 
 
Here’s what you do.

1. Notify all affected parties

2. Re-set the user ID and password of the compromised device

3. Patch all of the devices

4. Reinstall software and data from back-ups as needed

How to Respond

How to Recover
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Incident Response Checklist
This checklist is to help the IT manager or Cyber Leader

Prepare
1. Back-up daily 

 � Automatic Backup Setup/Confirmed: [DATE]

2. Test back-ups every three months 

 � Date last completed: [DATE]

3. IRP Protocol Communicate to workforce

 � Date last completed: [DATE]

IT emergency contact is: ________________________________

Internet Service Provider is:  ________________________________

Legal emergency contact is:  ________________________________

Communications emergency contact is:   ________________________________

Respond
1. Isolate the problem – get the device off the network

2. Identify the type of incident

 � Credential theft 

 � Ransomware 

 � Malware

 � Denial of Service

 � Loss of confidential data

3. Determine the scope of the incident

 � Who is impacted

 � When did it start?

 � Is it still happening?

Recover
1. Notify all parties

2. Re-set the user ID and password of the compromised device

3. Patch all of the devices

4. Reinstall software and data from back-ups as needed
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Additional Guidance for Incident Response
This guidance is to help the IT manager or Cyber Leader

If you’d like to have an even more robust Incident Response Plan for your organization, below is four-step approach to do so, based 
on guidance from the National Institute of Standards and Technology (NIST). It may not be completely feasible for you to follow 
each step, but do your best to act on each of the four steps in ways that make sense to you and your organization.

Preparation 
Preparation is the key to rapid response.  
In this step, you compile a list of all your assets - what 
makes your company run.  This list will include, but is 
not limited to: servers, networks, applications, and critical 
endpoints (like laptops). After you’ve compiled your asset 
list, rank them by the level of importance. Then monitor 
their traffic patterns so you can create baselines to be used 
for comparisons later - or hire a vendor to monitor their 
traffic patterns if your resources allow.  If you cannot 
afford a vendor, a list of assets and prioritized attention 
toward your assets is a good first step.

Create a communications plan, with guidance on who 
to contact, how, and when based on each incident type. 
Don’t forget to connect with everyone on this list before  
a crisis occurs.  A common refrain in crisis management  
is “You should never be exchanging business cards during 
a crisis.” Make sure everyone on your list knows what 
you are expecting from them during a crisis. 

Determine which security events, and at what thresholds, 
would trigger your incident response plan.  To help you 
identify thresholds, think about what will disrupt your 
business operations.

After identifying those thresholds, create an incident 
response plan for each type of incident. It can be 
improved through tabletop exercises, during which you 
identify holes in your process, but it will also be improved 
after actual events (more on that later). The point is, get  
a process in place.

1

Detection and Analysis 
At this point in the process, a security incident has been 
identified. This is where you go into research mode. 
Gather everything you can on the incident. Then analyze 
the data. Determine the entry point and the breadth of 
the breach. This process is made substantially easier and 
faster if you’ve got all your security tools filtering into 
a single location.  You may have hired a vendor that can 
perform these functions for you.

2

Containment, Eradication,  
& Recovery  
Containment aims to stop the bleeding. Here is where 
you patch the threat’s entry point. 
 
Eradication aims to remove the threat. If the threat 
gained entry from one system and proliferated into other 
systems, you’ll have more work on your hands here. 
 
Recovery aims to get the system operational if it went 
down or simply back to business as usual if it didn’t.

3

Lessons Learned  
This step provides the opportunity to learn from  
your experience so you can better respond to future 
security events. Tempting as it may be to skip,  
especially with your never-ending to-do list, this step  
is strongly recommended. 
 
Take a look at the incident with a humble but critical 
eye to identify areas for improvement. Then add those 
improvements to your documentation. 
 
No process is perfect for absolutely every possible 
scenario. Some scenarios can’t even be fathomed until 
they’ve occurred. The threat landscape is also ever-
evolving so your incident response process will naturally 
need the occasional update. Remember, your future  
self will thank you.  As the saying goes, “Don’t waste  
a good crisis.”

4


