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Disclaimer

Presentations are intended for educational purposes only and do not replace independent professional 
judgment. Statements of fact and opinions expressed are those of the presenters individually and, unless 
expressly stated to the contrary, are not the opinion or position of RSA Conference or any other co-
sponsors. RSA Conference does not endorse or approve, and assumes no responsibility for, the content, 
accuracy or completeness of the information presented.

Attendees should note that sessions may be audio- or video-recorded and may be published in various 
media, including print, audio and video formats without further notice. The presentation template and any 
media capture are subject to copyright protection. 
© 2024 RSA Conference LLC or its affiliates. The RSA Conference logo and other trademarks are proprietary. All rights reserved. 

CRI does not provide legal advice, and the information and resources we offer should not be construed as such; instead, all 
resources, information, and content we offer is for informational purposes only. We make no representation that our content or 
program will guarantee prevention of cyber incidents and disclaim all liability for actions you take or fail to take based on any 
content we provide. It is advisable to consult with legal counsel regarding any applicable regulations or legal matters. 
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Cyber Readiness Institute - Nonprofit

Convenes senior 
leaders of global 
companies and supply 
chain partners
Shares cybersecurity 
best practices and 
resources
Develops free content 
and tools to improve 
the Cyber Readiness 
of small- and medium-
sized enterprises
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Certified CRI Coach Program
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Certified CRI Coach Program

Coach Training Session

Role Play Exercises
– Support Call
– Verification Call

• “Bad” and "Good" Playbooks

Field Observation with an Organization
– Support Call
– Verification Call
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What Makes a Good Coach

Attitude
– Friendly, Fair, Firm

Communication
– Good Listener, Patient, Relatable

Project Management
– Time Management

Technology Knowledge
– Basic Technical Background
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Case Study: Resiliency for Water Utilities

Issue
– Water Utility (WU) cyber vulnerabilities raise national security concerns around 

public health and safety
– Policymakers searching for solutions
– Water ISAC and the Water Sector Coordinating Council survey respondents 

identified “training and education” as their number one necessity
– Challenges WU face:

• Small organizations
• Limited resources or technical capacity
• Aging infrastructure
• Legacy systems (Windows 7 or older)
• Protocols and technology prone to cyberattacks
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Case Study: Resiliency for Water Utilities

Scope
– Community Water Systems (CWS)

Supply Clean Water
– Publicly Owned Treatment Works (POTW)

Manage Wastewater
– Small WU (Services 501 to 3300 People)
– Medium WU (Services 3301 to 10,000 People)
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Case Study: Resiliency for Water Utilities

Phase One Phase Two
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Launched in August 2023

50 Water Utilities Phase 1

Supported by Certified CRI 
Coaches

If required, Secondary 
Course for SCADA Systems

Additional 150 WU from 
across the United States

Collected data and feedback is analyzed across each phase to produce a final 
report.
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Case Study: Resiliency for Water Utilities
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Reach
– 76 Water Utilities 

express interest as 
of March 8, 2024

– Not shown on 
map: Guam



#RSAC

11

Interested in becoming a CRI 
certified Cyber Coach?

Interested to complete the 
Cyber Readiness Program?

What Can You Do to Assist Small- 
and Medium-Utilities and Organizations



#RSAC

Contact the Cyber Readiness Institute
•Support@cyberreadinessinstitute.org

Thank You

Karen S. Evans

kevans@cyberreadinessinstitute.org

mailto:Support@cyberreadinessinstitute.org
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